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B R AR YR RE S M B IR R IR, R IR R R 20 a) RN A R ]
FIRE ST IR A MERS o, BOLWUE BOR, SRRV E S i EE /1 55955
ARG SRR IR B TIT RS #h, WOR S A R A B oK S PR AN A 4H 2

FERNE: RIEMRIET, WA St wREm, RN AR bR
Fo N ARBMIE, NEQH: THIERTE. wmo el ES. PRMD
JRIRIE, NEEHE: VLAN HAR MACHE . Trunk 3R, VIP Bt & . DHCP k4% #&ic &
e, KRG X BRI E, N STPER. BEMINSEHA . HSRP it B 4%,

FFER: RIEHCH BRSO B NARAAESS, DI R, KA R
BAEA. k. . REHSAM. . EXMIE S, Bk o
B TIEAER . B E SR Nl fE . USEBR R AT S ik, R TR
T H A 2E F B AT #0, RIB 3 B AR QRS F RN SE B RE I R 7R . 45 6 R B
B E, RH& ELTIRGAH Y, LB EF. PAFERKNBFRE. H
W EFAE . BRI BRRFHES T EEM, Eae A e HE #er B
&, RHFEBMLEMSG—, mHREGH. B, BCEHL, EahFkER
Bral. ARPRPESAT IR B R MA LB ZL S B FEZ S LB E LSS
AP 720 AR S 30%, ALETEFERRSE T0%, AV IR
% (40%) FSZEER (30%) o AR URFIM N 28 R I IR ITAR I X0, - L S 1) B8 FE A A
SCECHRE .

(4) Linux k%% %%

WA 72831013 IR R . B
FRRETIE]: 55 3 23 i ik
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BREBR: EELAME, MERSZESHENMIN, A& RFiHThES
qr4r, BOER KA. BCE VTR, %3 580 E DHCP. DNS. FTP, NFS. Samba. Apache.
FTP. E-mail SFR45 MR8 T): I T M4 R G OUSIR E 5 tH FUK I 22 85 DR B R
B AR KPS R R B R R, s R, RN L RIE RGO, E
TiH Stk B FRUMER R ST, DA, REas. TvE. QU TIE R .

FEARE: RSP K%, DHCP A1 DNS fiz45. FTP. NFS Fl Samba R %5 &
T Apache [P WWW Ak 55+ LAMP Zh 25 Wi ARG 2% . 25T Postfix Ml Dovecot SZELMTHEAL:
k%555

HFRER: R HCR VR LB AARAAE DS, IR R, R I IR
BAEM . @TESlE G RIS — M B RATE #07k, ZoR%A
P B BEVHRI T8 I B AT 55 o AR IR T HREHAZAN “ 14X FiJuHl, BUTRKE X
FIAAN BN RE B, 4600 H kAR A e U . B R
H B R IR AR BN T RE R B AR I R RE T, BRI (] RSO0 25 A S )
TAREATIR U, MKW gs S5Eih, kARG oK. B AU E AR B XA
i BRMFERTRBM, BRI A E B, RIHERASLERAS
—o ARREIAT M LML LB ZMLS S B H IS RS E 15
P T, SRR AL RS 30%, AWM S T T0%, KEEHE T NERH
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WS : 72831503 WRAEPER . &
FEEE[A]: 26 4 524 iz HiK
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WRARE Bp: B S] BUH RO BTN SEE, 224 T e S
PURIARFIR: 1 ARHE BRI AR %, I . ROAE B BUR H S
%5 Web 2 A BRI FAR SO SRR SQLIENIRIE . OB FARIRIE ., @ S HAT R
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S5 B 64 ZER (UL 32 ZERY, Sk 32 R
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WIEEVR: B BRI SRS R S, ol 2 A T AR I 255 975 K 35
IPS NZRBIEHIAR . VPN BOR . A st S5 2 ROk FRMGH K. TIPS N ZPifH
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SR EIINFD BRARN B REEG S, BLTE.

FEAR: P kEEREAE, BB S5E M. VPN R, 5 HBOR K VPN 22442
NTFERERESEH. MENRPEAMS . AR ARG RBEAR, NRUH RS
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S ME T, EREBWE TR, WREH TRERMEH, HFreRiEd Rt Hh
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()8 FH a2 B E BER AR . B oR A BRI R 2 I8 A R OV IE AR, B3R A
o 28 TARERG BB drin @, o e 7 R AR BRI E B %
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FEAR: MEZeMR. BENKEERS Kali Linux, Windows REGHHS
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WHEN T, BRI EAEHEZI . BERERTS . ARINFHER R
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it MBS REEZME SN EZN T, SRS 30%, a5t
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BRI IATE B LNV, RS R, BRERRY I RS0t
B L MR Al St B RS AR B BB s TR R OB B R AL
v 2l TARPERG HASRSL Ml ok (L RE F1s B R AR BRI ME B %4
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FEAR: BEELEEHRRIMRE, FHRERY TERLEERE, FERENE
PR ED, HETHPRI M LN, FRRILeE GBS, SFHRY TR
TS, 158 e KR Pl 5 S

FERER: RS BRSO IEM NIRAAE S5, SRR BBCER, R i A
BAEH. RATUH RS0, K (£S5 Wl hEia. DHEFRTERATNE,
RIPRE AR MAAELRERE, RNL L& M &R G A EA AL
AN, RITEEEARE. B R EZI . BRI BRI T5E R
B, ERRI et N HE BCA S, R B ASEEAAG —, SR SR
BRIEEWIRET, BISCRIFE, AESERE AR ARRESAT IRV 2 N & 25 125 1A
Zifr . HRHR S LB S BN T EREVEB LSS 30%, AL
B G T0%, BN REIR L (40%) FISEERFER (30%) o ATERBUTR A%
R TAEIT X, SLSE A BRI T AR AN S B 1 e

4. g B HE

Bbiks G WREAHE: AMESBE. MK EN RN, =P
R MBS it E 2. BuRfA SRR Bl 25,

(1> AMERLBE

WD : 72831509 TREEPE: &
FHEI ] 56 5 2 4 iz HiK
B W 64 2R (BER 32 ), SRR 32 FAR)
= Iy 4y

W BAR: @RS HERUIGAIZEA N S, 2228 SR IR S A
¥i{E 224t Kali Linux. Metasploit framework HEZE M Msfconsle B H 7k, EIE(E
B T A el 4 TR, e 45 R4k B AR 20t 5, E 98 windows
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A AT RE J7, 77 B R I B HROY TE R AT A BARG #5857 5 AR RS SRR O LI A, UK
AR AR E R E B A A

FEHRE: BENREAERS Kali Linux. Windows RAWd 5. FdEmes
5if# Mgl Bty 31E 5 Metasploit AT, fEHRIEE, Jeid+34H, Meterpreter,
Bt S

HEER: RIRHCA R SO M ARAAESS, BRI BRI R
BANEM . ARSI R SE— IR 2y, JEE LAY, IRm M EiEualn
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BHM, EREARIEHTN B E B S, REEWMSEBAES —, AR a2
BOEERIMT, BSCRIFR, AahmikEaHil. AR ST RIS M ALV
e B H RS LRI S S RGN T, SRR RS 30%, ALEE
RS T0%, Aa5MEB% 0 MBI (40%) FISCEFEZ (30%) o ARERBIMPE &
R BRI, FLSE B BRI SRt AN SE R EL e .

(2) W48 224 B0 il B

ARG . 72831510 PREEPE: &
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S5 B 64 ZER (UL 32 ZERY, Sk 32 R
2 9 A5y

BWIE BAp: R ERIR 2] R SRS N S, SR 2% 22 4 B S A o)
BromiE, RN B@E, ZeiRSisgE. NEEA. MmN AL E RS .
B R AR R IR R RN R A AV IE 7S, B AR gL, 209 TARPE G A
SEOMHT IR fE R R RE T BESR A AERCEE B R AR AA RIFAIVAERE
LA BNOMERG R B FRAE B TR HOL R TARERG Bumm | &NR. B3R
ARMEIE RS, MATE: B2 SRR TR, Bk ARk E
R E AN iy H 2

FENE: PG N NN 2% 22 4 R F A S B SEG e L 4% 22
G [N A N RE R SRR L 2% 22 A S N SR R AL L 08 2 A N S
TS NS L S e A N R BRSP4 e A R TR . FAA A S BUE.
L SR

FERER: RS BRSO IEM NIRAAE 55, SRR BBCER, R i A
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40



€Dy &« kT IHTH.
@B/ YONGZHOU VOCATIONAL TECHNICAL COLLEGE ,f Ja‘ lﬁ‘ ﬁ é ﬁ *BZ )EH % ll_k }\ j‘ j:% ?% 7‘3‘ 7?"2

BHFR, FRELEREEIE, KHE LTSS RE e, st
B2, A FEF 6], AU EZHR. BRI ARRFES R EBH,
BRI BN E #r S, RHERRASIEAG —, dHERE A BRI,
BISCR K, AEFERERF . ANRFE AT R B A A B AL & 5
N, SREEEZ RS 30%, KEEHHZRSE 70% KEWHZS NERHEZ
(40%) FOSZEFEZ (30%) o ARPRZNN 25 R4 TSI, FLSE 0 3e ZE Al AN s
EHRE.
(3) WAL BETHREAR

WD 7X283181 PREEPE: &
LI [A]: 26 3 2 4 A Hik
B W 64 2R (BER 32 ), SRR 32 FAR)
2 Iy 4 F5y

BREBEAR: BB HEENGMGE G NS, F¥dERERREH SR
P ARAA IR, G TR S A e R R . ZHE T R [l X Y 4% (1)
PRI SR 75 2L A HL N 2R th G B 7 R IRE ), BEBIZ A ACL. NAT BoRECE M4, 224:
Vil Internet. BN AENIESAIBE .. BRI, BREEF]. &% M
AR R RRE ST, KRB DATERI R E R IR, WA EAEIEMIARNE, 4>
A I AT AR e 1) R RE 7, 3% B S AT RO RD AL BAKS 4, 1 2 2B RS 25 SRS G
FEAGH, WK S AR R R B 0 oK B PR A 024

FEHRNE: WEMRIAAZHEHLFEH, VLAN M VIP, RS HIEERR . &5 i
PSR AR SO il ORGP AR RO B SR FM AT S A B A 4143 N 22 4 AT VLAN ) %2
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kST LA E . WP gk B LA FC B . TP F G VPNL K2R R 2 AR A

FFER: RIEHCA BRSO B NARAAESS, TIMIRAE BE R, KA R
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U FOAE I A, FLSE I BV SRRl R S e H g
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AR T FRE A S BUES AR ST, TR
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FF R EAN, BRAI PN AT A SIS, REERMSEEMS—, M
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H DAS. NAS. SAN; REFCEAFME&0: REICE AR . KigR2 AT B 5k pe /1 FVaIERE 75
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